Dear Parents, September 24, 2018
Advisory for usage of Social Media

Greetings !

We are living in fascinating times with ample opportunities to explore infinite
possibilities with technology besides us. At times it is difficult to say whether
technology is assisting or guiding us. It now pervades every aspect of our lives and
comes with it’s own share of challenges.

The recent news about Momo challenge, Blue Whale Challenge, online abuse and
trolling etc makes one shudder. At times young kids end up losing their lives, as the
boundary between real and virtual world diminishes for these vulnerable minds. Many
real-world hazards have immigrated to the Cyberspace like bullying, threats etc. Most
of the incidents happen without the knowledge of parents and outside the school
premises. Can we prevent these untoward events? There is no simple answer to it. Our
collective efforts in educating, supporting and engaging our children can certainly help
in fighting this problem. Only educated and sensitized minds can think with sanity in
this continuously exploding world, which is hungry for weird and new.

Through this letter | would like to share some good practices which have helped many
and you too might get benefitted from these. Firstly, look out for signs of addiction to
gadgets and internet usage in your child. If you find your child gets....

e distressed or angry when not allowed to play with gadget or go online.

e more argumentative or defensive than usual.

¢ hiding gadgets or lying about how much time they spend on them.

Then the situation is serious and the child needs counselling. Let me also share how we
can manage the screen time of children & content accessed by children:
e Monitoring & supervision of gadgets & content is important but its effectiveness
depends on quality of child parent relationship.
e Use all internet browsing gadgets in common space or visible space in home.
Also frame and adhere to “do’s and don’ts” of using internet.
e Use content filtering software and appropriate configuration options of privacy
settings.
e emphasis on the basic principle “Don’t speak to strangers even in online
environment”.
e Be a role model for what you want your kids to be, it works the most.

The advisory from Ministry of Electronics & IT, Cyber Laws & e-security Group is also
shared for your kind reference.

With a hope that our concerns gets translated into practices which can safeguard our
children.

Principal

P/VM
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CBSE-Acad/Circular/2018/ September 19, 2018
Circular No.: Acad-32/2018

All Heads of Institutions affiliated to CBSE

Subject: Precautions to be taken on an online game “Momo Challenge’™-
regarding

In continuation to earlier Circular No. Acad-32/2017 dated August 18, 2017 issued
by the Central Board of Secondary Education (CBSE) on guidelines for Safe and
Effective Use of Internet and Digital Technologies in schools and school buses, it is
brought to the notice of the schools that precautions may be taken against an
online game namely ‘Momo Challenge’.

In this connection, Ministry of Electronics & Information Technology (MeitY) has
issued an advisory to the public (copy enclosed). In the game, members are
challenged to communicate with unknown numbers. The game consists of a
variety of self-harming dares which becomes increasingly risky as the game
progresses and it finally ends with suicide challenge. It involves challenges that
encourage teenagers/ children/ any other user to engage in series of violent act as
challenges of the game. It inspires teenagers/ children/ any other user to add
unknown contacts on WhatsApp by the name of ‘Momo’. Once the contact is
added the image of terrifying Japanese Momo doll with bulging eyes appears in
contact. The game controller that entices player to perform a series of challenges
and playing the game are threatened with violent images, audios and videos, if
player do not follow instructions.

How to protect children from this game is given in the advisory issued by MeitY,
which is enclosed for ready reference and necessary action.

—— =

(Dr. Joseph Emmanuel)
Director (Academics)
Encl : As Above.

Copy with a request to respective Heads of Directorates/KVS/NVS/CTSA as indicated
below to also disseminate the information to all concerned schools under their
jurisdiction:

1. The Commissioner, Kendriya Vidyalaya Sangathan, 18-Instit. Area, Shaheed Jeet Singh

Marg, New Delhi.
2. The Commissioner, Navodaya Vidyalaya Samiti, B-15, Sector-62, Institutional Area, Noida

201309

3. The Director of Education, Directorate of Education, Govt. of NCT of Delhi, Old Secretariat
Delhi

4. The Director of Public Instructions (Schools), Union Territory Secretariat, Sector 9
Chandigarh

The Director of Education, Govt. of Sikkim, Gangtok, Sikkim —737101
The Director of School Education, Govt. of Arunachal Pradesh, Itanagar —791 111
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7. The Director of Education, Govt. of A&N Islands, Port Blair — 744101
8. Under Secretary (EE-1), MHRD, Govt. of India, Department of SE&L, Shastri Bhawan, New

9. 'Il?r?(lahll-Dci)rlector of Education, S..E., CBSE Cell, VIP Road, Junglee Ghat, P.O. 744103, A&N

10. %?PLa(larTc[l?irector, Central Tibetan School Administration, ESSESS Plaza, Com. Centre, Sec 3,

11. 'I?r?glg\ldditional Director General of Army Education, A — Wing, Sena Bhawan, DHQ, PO, New

12. 'I?r?(lahISecretary AWES, Integ. Head. of MoD (Army), FDRC Build No. 202,SV, Delhi Cantt-

13. ﬂo_g[l)c/)RO,CBSE with request to send circular to all Heads of schools of Board in respective
regions

14. All Joint Secretaries/ Deputy Secretaries/ Assistant Secretaries, CBSE

15. In charge IT Unit with the request to put this circular on the CBSE Academic website

16. The Sr. Public Relations Officer, CBSE and All Heads of COEs of CBSE

17. PS to Chairperson, CBSE

18. SPS to Secretary, Controller of Examinations, Director (Information Technology), Director
(Special Exams and CTET), Director (Edusat & Research), Director (Skill Education &
Training), CBSE
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Ministry of Electronics & IT (MeitY )
( Cyber Laws & e-Security Group )

Dated : 27 Aug 2018
Subject : ADVISORY ON "MOMO CHALLENGE GAME"

It is reported in the media that there is new online challenge game called “the Momo Challenge” which
started on Facebook where members are “challenged” to Communicate with unknown numbers . It
went viral on social media platforms, especially WhatsApp.

The Momo Challenge consists of a variety of self harming dares which becomes increasingly risky as
the game progresses and it finally ends with suicide challenge. The game involves challenges that

encourage teenagers/ children / any other user to engage in series of violent acts as challenges of the
game. '

The game inspires teenagers/ children / any other user (the player), to add unknown contacts on
WhatsApp by the name of ‘Momo’. Once the contact is added, the image of the terrifying Japanese
*Momo’ doll with bulging eyes appears in contact. The game controller than entices player to perform a
series of challenges and playing the game are threatened with violent images, audios or videos, if
player do not follow instructions.

Look out for following Signs and Symptoms :

Bacoming withdrawn from friends and family

Persistent low mood and unhappiness

Looking worried that stops him/her from carrying out day to day tasks
Sudden outbursts of anger directed at themselves or others

Loss of interest in activities that they used to enjoy

Visible marks like deep cuts or wounds on any part of the body of the child.

av in b b s

How to protect your child from this game:

1. Check in with your child, ask how things are going. Ask if there have been things stressing them,
or anything that has them worried. If your child is talking about any level of distress, do not
hesitate to ask them about changes in mental health,

2. Unless there is reason to believe your child already knows of or has played the game, don't
discuss about the Blue Whale game. By doing so, you increase the chance that your child will
search for it on their own.

3. Monitor your children’s online & social media activity to ensure they are not engaging with this
game.

4. Keep your eyes open for:

2) Unusually secretive behaviour, mostly related to their online activity

b) A sudden increase in the time they spend online, especially social media

¢) They seem to change screens on their device when approached

d) Thay become withdrawn or angry, after using the internet or sending text messages

e) Their device suddenly has many new phone numbers and email contacts

Instzll 2 gocd cyber/mobile parenting software which helps them in monitoring your children,

5. g

6. Parents should take reports from child counsellor present in the school at regular intervals.

7. If you fear your child may be at risk, get professional help right away.

8. Remind your child that you are there and will support them as they face life challenges.
References :

~
/

,‘.,,
RS b

http://infosecawearenass.in/family/
fttps-//indianexpress.com/article/what-is/what-is-momo-challenge-5302916/
stmg-//waviwi.nspec.ora.uk/preveting-absue/keeping-children-safe/online-safety/parental-

.aooale.com/acoaleplay/answer/1075738?hl=en-GB

le.com/en-gb/HT201304
indiatimas.com/lifestyle/health-fitness/health-news/after-blue-whale-it-is-
=-gzme-thats-risking-your-tesns/articleshow/65335762.cms
nt=os-//vaven news.com.zu/technlology/online/social/where-the-creepy-image-for-the-memo-
challenge-camea-from/news-story/535560edbd2ad85656216d626030fa29

IS

"L Q.

1y

Version 1.0


Administrator
Rectangle




